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PABOYASA NPOrPAMMA YYEGHOWU OUCLUMIINHBI

B1.0.03.07 BesonacHoOCTb nNporpamMmmMHoOro obecne4yeHus

1. Koa n HaumeHoBaHMe HanpaBfeHUus NoAroToBKM/cneunanbHOCTHU:
10.05.04 NHdopMaunoHHO-aHanMTn4eckne cuctemMol 6esonacHocTu

2. Mpodwmnb noaroToBKM/cneymnanmsaums. MHpopmaumoHHaa  6e3onacHOCTb
PUHAHCOBBIX Y AKOHOMUYECKNX CTPYKTYP

3. KBanudumkaumsa BbINyCKHUKA: crieynannuct no 3awmte nHpopmauymm

4. ®dopma ob6y4eHus: oyHas

5. Kachenpa, oTBevarLwan sa peanmsaumio QUCLUMNINHbI: MaTeMaTMYECKOro aHanusa

6. CocTtaBuMTENM NPOrpaMmmbi:

Hangiok dununn OneroBud, Kang. us.-maT. Hayk, AOUEHT Kadeapbl MaTeMaTU4ecKoro

aHannmsa

7. PekomeHpoBaHa: HayuHo-meToandeckum CoBeTOM MaTtemaTuyeckoro dakynbreTa,
npotokon Ne0500-07 OT 29.06.2021.

8. YuebHbIn roa: 2024/2025 CewmecTp: 9



9. Llenu 1 3agayn y4e6HOM AUCLUUNIIUHDI:

Llensmu oceoeHusi y4ebHoU OucyurniuHbl 8115H0MCS:

- 3HaHWe MPUHLMMNOB MOCTPOEHUSI COBPEMEHHbIX OMEpPaLMOHHbIX CUCTEM N OCOBEHHOCTU UX
NPUMEHEHNS;

- 3HaHMe OCHOBHbIX BUOOB M yrpo3 6e30nacHOCTN onepaumoOHHbIX CUCTEM;

- 3HaHME 3alUNTHbIX MEXaHM3MOB M cpeacTBa obecrneyeHuss 6€30MacHOCTM onepaumMOHHbIX
CUCTEM;

- 3HaHWe cpeacTB M METOAOB XpaHEeHUs 1 nepegayvm nHpopmaumm;

- 3HaHMe 3aLlUTHbIX MEXaHM3MOB 1 cpeacTB obecneveHnsi ceTeBol 6Ge3onacHoCTy;

- 3HaHMe CpeacTB 1 MeToA0B NPeaoTBpaLLEeHNsa N OBHAPY>KEHNS BTOPXKEHWI;

- YMEeTb NPUMEHSATb CPeACTBA aHTMBUPYCHOM 3aLMTbl N OBHAPY>KEHUS BTOPXKEHWIA;

3adayu y4ebHoU AucyunuHbI:

- YMEHMe OCYLLeCTBNATb Mepbl NPOTUBOAENCTBMSA HapyLleHUsM ceTeBoW Ge3onacHoCTu C
NCMNonb30BaHMEM PasfnyHbIX MPOrpaMMHbIX U annapaTHbIX CPeACTB 3aLuThl;

- NPUMEHATb  HaBblkn  6e30MacHOro  UCMOSb30BaHUS  TEXHUYECKMX  Cpeacts B
npodeccuoHanbHON AeATENbHOCTMU;

- BnageHne npodeccuoHanbHOW TepMuHonormen B obnactu  MHGOpMaUMOHHOWN
BesonacHocTy;

- BNageHne HaBblKaMN HAaCTPONKN MEXCETEBbIX 3KPAHOB;

- BnageHve MeTOAMKON aHanusa ceTeBoro Tpaguka;

- BNageHne MeToauKon aHanunsa pesynbtaTtoB paboTbl CpeacTB OOHapYXeHUsI BTOPXKEHWUN.

10. MecTo yyebHOM AncUMNIUHLI B cTpyKType OOI:

HAuncumnnuHa «besonacHOCTb NporpamMmMHoOro obecnedeHunsi» OTHOCUTCA K y4eOHbIM
ancumnnuHam obsizatenbHon yactm 6noka b1 ocHoBHOM 0GpasoBaTenbHOW NporpaMmmbl Mo
HanpasneHuto 10.05.04 «HdpopMmaLMOHHO-aHannTU4Yeckne cuctemMbol 6€30nacHOCTUY.

OucumnnuHa «be3onacHoCcTb nporpamMHoro obecneyeHnsi» 6asmpyeTcs Ha 3HaHUAX,
NonyYeHHbIX MO UCKPETHON MaTemaTuke, MHpopmaTnke, MaTeMaTUYECKOM NIOTUKE N TeopUn
anroputmoB, 6e3onacHocTn ceten IBM.

MpnobpeTeHHble B pe3ynbtate 00y4eHNsa 3HaHUSA, YMEHUS U HaBbIKN MCMONb3YOTCA B
pamMkax nocrneylLwmx npeameToB:

- COBPEMEHHbIE NnaTeXxHble CUCTEMbI U UX 6e30MacHOCTb.

11. NMnaHupyeMble pe3ynbTaTbl 00y4YeHUsi MO AUCUMNIIMHE/MOAYNIO (3HAHUS, YMEHUS,
HaBbIKK), COOTHEeCEeHHble c nnaHupyeMbimMu pesynbTatamm OCBOEHMUS
obpasoBaTenbLHOW NporpamMmmMbl (KOMNETEHLMAMU) U UHAUKATOPAMU UX OOCTUKEHUNA:

KomneteHuus
lMnaHnpyemble pesynbTatbl 00y4yeHus
Koa HassaHune

OrlK- | OcyuwecTtensieT mepbl 3HaThb:

11.3 npoTUBOAENCTBUSA - CYLLIHOCTb U NOHATUE MHdOopMaL MK,
HapyLeHnam MHopMaUnoHHoM 6e30nacHOCTU K
6esonacHocTn C XapaKTepUCTUKY ee COCTaBNALLMX;
NCNoJsib30BaHNEM - ICTOMHUMKKN U KnaccudguKauunio yrpos




PasnuyHbIX
NporpaMMHbIX U
annapaTHbIX cpeacTB
3almThl

NHdOPMaLNOHHOW Be30nacHoOCTY;

- OCHOBHbIE cpeacTBa 1 cnocobbl obecneyeHus
MHOPMaLNOHHOM Be30MacHOCTH, MPUHLMNDI
NMOCTPOEHUS CUCTEM 3aLLUNTBI MHGOPMaLNK;
cpeacTea M MeTofbl XpaHeHUs 1 nepegaym
NHdopMauuu;

- MaTemaTuyeckme moaenu Wmdpos;

- cpeacTBa U MeToAbl NpeaoTBpaLLEHMNS U
oBHapyXeHNsa BTOPXXEHUN;

- OCHOBHbIE OTEYECTBEHHbIE U 3apybeXxHble
cTaHgapTbl B 0651aCTU KOMMLIOTEPHOM
6esonacHocTK

yMeTb:
- KnaccuduumpoBaTtb M OLeHMBaTb Yrposbl
MHopMaunoHHon BesonacHocTn anst obbekTa
MHdopmMaTmn3aumu;

- MPUMEHSATb CpeacTBa aHTUBMPYCHOM 3aLUnTbI
oBHapyXeHNs BTOPXXEeHUN

BNageTb:
- METOMKOWN aHanu3a ceTeBoro Tpaduka;

- METOAMKOW aHanusa pesyrnbTaToB padoThbl
cpencTB OGHapYXeHNSA BTOPXKEHUN;

- MeTo4amMu 1 cpeacTBaMU BbISBNEHUS Yrpo3
6€30MacHOCTM KOMMNbIOTEPHBIM CUCTEMAM

OTl1K-
13.4

HacTtpausaer,
obcnyxunsaeT u
BOCCTaHaBnuMBaeT
cpeacTBa 3alnThl
MHdopMaLunmM Ha BCex
aTanax >XM3HEHHOro
LMKna nHopmMaunoHHO-
aHaNNTUYECKNX CUCTEM

3HaTb:
- MPUHLUUNBI NOCTPOEHNSA COBPEMEHHbIX
onepaunoHHbIX CUCTEM N OCOBEHHOCTU UX
NPUMEHEHNS;

- OCHOBHbIE BUAbI 1 yrpo3bl 6e3onacHoOCTH
OnepauUmoHHbIX CUCTEM;

- 3alMTHblE MexaHM3Mbl U cpeacTea obecneveHus
6e30nacHOCTM onepaLNOHHbIX CUCTEM;

- MEXaHU3Mbl peanu3auum atak B KOMMNbOTEPHbIX
ceTax;

- 3alLUNTHbIE MEXaHU3MbIl 1 cpeacTBa obecnevyeHns
ceTeBOWn 6e3onacHoOCTH

yMeTb:
- NPUMEHSATb CPeACTBA aHTUBUPYCHON 3aLLMTbl 1
0BHapyXeHWs1 BTOPXKEHUN;

- OCYLLIECTBNATb Mepbl NPOTUBOAENCTBUS
HapyLeHnsM ceTeBor 6e3onacHoCTH ¢
NCNONb30BaHMEM Pa3fNYHbIX NPOrPaMMHbIX U1
annapaTHbIX CPeACTB 3aLuUThl;

- NONb30BaTLCSA CpeacTBaMM 3aLUUTHI,
npeaocTaBnsieMbIMU CUCTEMAMM YNpaBeHUs
0a3amu gaHHbIX

BnageTb:
- HaBblkamMyn 6€30MacHOro NCMNosib30BaHUSA




TEXHUYECKUX CpeacTB B NpodeccnoHanbHON
AeaTenbHOCTY;

- HaBblKaMWN HACTPOMKN MEXCETEBbLIX SKPAHOB;
- METOOVKOWN aHanun3a pes3ynbTaTtoB paboTbl
cpencTB OOHapYXeHNA BTOPXKEHUN;

- MeTo4amMu 1 cpeacTBaMU BbISBNEHUS Yrpo3
6e30MacHOCTM KOMMNbIOTEPHBIM CUCTEMAM

12. O6beM AUCUMNNMHbI B 3a4eTHbIX eanHuuax/yac. — 2/72.

Popma NPOMEXYTOYHON aTTeCcTaLunm 3a4€rT.

13. TpyAOEMKOCTb N0 BUAam y4e6Hon paboThbl

TpyooemkocTb
Bupg y4ebHol paboTbl Bcero Mo cemecTpam
Ne cemecTtpa: 9 Ne cemecTpa
AyOMTOPHbIE 3aHATUA 32 32
nekuum 18 18
B TOM 4ucne: npakTn4yeckme
naboparopHble 18 18
CamocTtosiTensHas paborta 36 36
B TOM 4Ymucne: Kkypcosas paboTa (npoekT)
dopma NPoOMEXYTOYHOM aTTecTaumnn
(3a4ém)
WToro: 72 72
13.1 CopepaHue gUCLUUNIIUHbI
Peanusa
umsa
pasgena
avucumnn
Ne i/ HanmeHoBaHue pasgena CopepxaHue pasgena WHbI C
ANCUUNINHbI AONCLUUNINHDI NOMOLLIb
t0
OHNanH-
Kypca,
QYMK *
Jlekumn
OCHOBHbIE NPUYNHBI 3aLLNTDI -
nporpammHoro obecneyvexus (IMO).
Knaccudukaums yrpo3s
6esonacHocTtun MO. MNpumepsbl
BeeneHue B Teoputo peanu3auumn yrpo3 6e3onacHocTu
1.1 obecneyeHuns 6GeszonacHoCcTU MO B coBpeEMEHHOM MUpE.
nporpaMmmHoro obecneveHuns OcHoBHas akcMomaTuka u
TepMUHOSOrns. XKM3HEHHbIN LMKIT
MO KOMNBIOTEPHBIX CUCTEM.
MopenuposaHue yrpos
6e3onacHoctn MO. OCHOBHbIE




NPUHLMNbI 06ecnevyenns
©6e3onacHocTu MO.

1.2

TexHonornyeckas CTopoHa
ocyLlecTBreHna 6es3onacHoCTm
no

MeToapbl AoKkasaTenbCcTBa
"npaBusibHbIX" NporpamMm u nx
cneundukaumnin. Cpeacrtea u
MeToAbl aHanu3a 6e3onacHoOCTH
MO. MogenupoBaHue KOHTpOns
obecneyeHns HagEXHOCTK
TexHonormyeckon 6e3onacHoCTu
MO. AnropuTmbl Co3gaHus
BGesonacHbIX npoueayp.
Knaccudumkaumsa noaxoaos K
3awmTe paspabaTbiBaeMbIX
nporpamm. Metoabl
noeHTUMKaumMm nporpaMmm m nx
XapaKTePUCTUK.

1.3

JKcnnyaTaumMoHHasi CTopoHa
ocyuiecTteneH1s 6e3onacHoOCcTu
rno

MeTogbl 1 cpenctaa 3awmTbl MO
OT KOMMbIOTEPHbIX BUPYCOB.
BHegpeHne meTtoaoB 3awmtbl MO
Ha aTane ero aKcnnyaTauun.
Knaccudomkaums cpencrs
NPOBEPKN LLENOCTHOCTU U
AOCTOBEPHOCTM NPOrpaMMHOro
koaa 0. OcHoBHbIE NOAX0Abl K
3awmTte NO ot
HEeCaHKLUMOHNPOBAHHOIO
KOnnpoBaHus.

1.4

lMpaBoBasi CTOpoHa
opraHmsauun paspaboTku
nporpaMmm no obecneveHmto
6es3onacHocTu

HopmaTtnBHblE JOKYMEHTDI,
pernameHTupyoLmne
sawmwéHHocTb MO. CtaHgapThbl.
CepTudurKaUMOHHbIE UCMbITAHUSA
MO. NMcuxonorusa
nporpaMmMmmpoBaHusI.
Uenoseyecknin gpaktop.

JlabopaTopHble

paboTbl

2.1

BesonacHas akcnnyatauus
web-bpaysepoB

MprnobpeTeHne HaBLIKOB
6es3onacHon paboTbl B ceTn
NHTepHeT, co3naHue 6e3onacHom
KOH(purypaumm web-6paysepos,
aHanu3a u KOHTpPOons MexaHn3ma
cookies.

2.2

KoHTponb 1 ynpasneHue
AOCTYNOM B OnepaumOHHbIX
cuctemax

OcBoeHne cpeacTB KOHTPONS U
yrnpaereHus oCcTynom
nonb3oBaTenen K pecypcam
onepaumoHHON CUCTEMBI,
npnobpeTeHne HaBbIKOB
pacrnpegeneHns npas Ha Npumepe




dannoBon cuctembl NTFS B
cpene Windows.

AHanus3 nporpammHbIx

AHanuna CTpykTypbl,
PYHKUMOHANBLHOCTA 1 Yrpo3

2.3 noTamHbIX XOA0B M 3aliuTa oT NporpaMMHbIX MOTanHbIX XOAO0B, a
HUX TaKkKe n3ydeHne MeTodoB 3almnThbl
OT HUX.
OcBoeHune metoga XeMMuHra -
NMOMEXOYCTONYMBOrO KOANPOBAHUSA,
. . no3eonstLero obHapyxmsaTtb U
2.4 MeToae HanexHou nepena-y aBTOMaTU4YECKN UCMPaBnsTb
JaHHbIX
OLKNOKKM, BO3HMKAKOLLME MPpU
XpaHeHun 1 nepegade
MHOpMauuK.
[MonyyeHne npakTUYecKnx -
3awmTa nporpaMmHoro HaBbIKOB 3aLLUMTbl MPOrpPaMMHOro
2.5 obecneueHus ot obecneyeHus ot
HECARKLINOHMPOBAHHOTO HEeCaHKLMOHNPOBAHHOMO 4OCTyna C
aocTtyna .
NMOMOLLbIO NMaponen.
MprnobpeTeHne HaBbIKOB 3aLLUTHI -
NPUNOXEHUI OT HeneranbHOro
NCNonb30BaHUSA, aHanu3a
2.6 SaluuTa nporpamm ot NCMOJTHAEMbIX KOOOB B OTCYTCTBUU

HenerarbHOro Ncnosfib3oBaHUA

NCXOOHbIX TEKCTOB U NPUMEHEHMS
cnoco6oB 3alnThbl Nporpamm oT
An3accemMbnmMpoBaHns 1 oTnagKu.

13.2. Tembl (pasgenbl) AUCUUNIIUHBbI U BUAbI 3aHATUN

Ne Buabl 3aHaTMin (4acoB)
B HanmeHoBaHWe Tembl CamocToaT
n/ Mpaktny | JlabopaTto
(pasgena) aucumnnmHbl Jexkumn enbHas Bcero
n eckne PHble
paboTa

BeeneHue B Teoputo

01 | obecneyeHns 6esonacHOCTM 4 4 10 18
nporpaMmmHoro obecneveHuns
TexHonormyeckasi CTOpoHa

02 | ocyluecTBneHns 6 4 8 18
6e3onacHoctn MO
OKcnnyaTauMoHHasi CTopoHa

03 | ocylecTBeHus 6 8 14 28
6es3onacHocTtun MO
lNpaBoBasi cTopoHa

04 | OPraHM3aLnm pa3paboTku 2 2 4 8
nporpaMmm no obecneveHmto
6e3onacHocTu

NTtoro 18 18 36 72




14. MeToaun4yeckume ykasaHus ans ob6y4yarowmxcsi N0 OCBOEHUIO ANCLIMMNIIUHDI:

B npouecce ocBoeHMs AOUCUMNIMHBLI CTYAEHTbl OOSDKHbI MOCETUTb FEKUMOHHbIE U
nabopaTopHble 3aHATUA U cAaTb 3a4€T.

YKkasaHus Ana 0OCBOEHWUsI TeOpPeTUYECKOro 1 NpakTM4eckoro Matepuarna u caadm 3adéTra:

1. Obs3aTenbHOE nocelweHne NEKUMOHHbIX U NTabopaTopHbIX 3aHATMI NO AUCUUNIIMHE C
KOHCMNEKTMpPOBaHMEM Wu3faraeMoro npenogasatenemM Martepvana B COOTBETCTBUM C
pacnucaHnem 3aHaTUNn.

2. MNMony4yeHne B 6GMBNMOTEKE PEKOMEHAOBAHHOM y4eBHOM NUTepaTypbl U ANEKTPOHHOE
KonupoBaHune paboyern nporpammMbl C METOOUYECKMMIN PEKOMEHOAUMAMMN, KOHCNEKTA NEKLMUNA.

3. KonupoBaHue (3nekTpoHHOE) nepeyHs BOMPOCOB K 3a4€Ty No AUCUMNAMHE, a Takke
crnvcka pekoMeHO0oBaHHOM nuTepaTtypbl U3 paboyen NporpaMmmbl AUCUMMIVHLI.

4. MNpun noarotoBke K nNabopaTopHbIM 3aHATUSAM NO AUCUUNNHE HEeOobXo4MMO U3YyYnUTb
peKOMeHOOBaAHHbIN TEKTOPOM MaTepuan, UMeTb Npu cebe KOHCNEKTbI COOTBETCTBYIOLLNX TEM
N HeobxoaMMbI CpaBOYHbIN MaTepuan.

5. PekomeHgoyeTcs cnepoBaTb COBETaM  JleKTOpa, CBSA3aHHbIM C  OCBOEHUEM
npeasiaraeMoro matepmana, npoBeCcTU CaMOCTOATESNbHbIM VIHTEpHET — NOUCK MHdopmMaLumnm
no Kn4YeBbIM cCrioBam Kypca (Bugeocdphannos, dpannos-npeseHTaumm, annos ¢ y4ebHbIMn
nocobmsammn) n 03HAKOMUTBCHA C HaAWAEHHOW WHdOPMauUMen npu MOAroTOBKE K 3a4€Ty Mo
AancumnnuHe.

CTyoeHT gonyckaeTca K caoade 3a4vé€Tta, ecnum MMeeT Ha pyKax KOHCMEKT OCHOBHOIO
TeopeTnyeckoro matepmarna ¢ pasbopoM OCHOBHbIX TUMOBLIX 3aday, UMeeTCHA 3a4éT no
KOHTpOsbHOM paboTe.

15. NMepevyeHb OCHOBHOM U [OMOSTHUTENbLHOMN NUTEpPaTypbl, PECYpPCOB UHTEPHET,
Heob6XxoAUMbBIX AN OCBOEHUA AUCLUMNSIUHDI:

a) OCHOBHas nutepaTypa:
Ne
n/n

NcTouHUK

lMpoepammHo-annapamHbie cpedcmea obecriedeHus UHGbopMauUuOHHOU
6esonacHocmu / A.B. ywkuH, O.M. bapcykos, E.B. Kpasuyos, K.B. CriagHos;
1 rnod pedakuyueti A.B. [lywkuHa. — Mockea: Nopsivasi nuHusi-Tenekom, 2018. —
248 c. — [OnekmpoHHbIl pecypc] // JlaHb: anekmpoHHO-bubrnuomeyHas
cucmema. — URL: https://e.lanbook.com/book/111053

AnewkuH, A.C. AnnapamHbie u rpoegpaMMHbie cpedcmea roucka
ys3sumocmed npu MoOenupo8aHuU U 3Kcrslyamauyuu UHopMayUuOHHbIX
cucmem (obecriedyeHue uHpopmayuoHHou 6e3zonacHocmu) / A.C. AnewKuH,

2 C.A. Jlecbko, [].0. XKykos. — Mockea: PTY MUP3A, 2020. — 152 ¢c. —
[OriekmpoHHbIU pecypc] // JlaHb: anekmpoHHO-6ubriuomeyHas cucmema. —
URL.: https://e.lanbook.com/book/167600
KoHcniekm nekyul rno Kypcy Mamemamu4eckue 0CHO8bI 3auyumal UHGhopMayuu

3 u uHgbopmauyuoHHou 6e3onacHocmu / b.H. BopoHkos, FO.A. KpbixxaHosckasi. —

BopoHex: BI'Y, 2017. — 77 ¢. — [OnekmpoHHbIU pecypc] //
URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m17-76.pdf

lony6, B.A. VHghopmayuoHHas beszonacHocmb CMU: kpunmoepaghudeckasi

4 3awjuma uHgopmauyuu / B.A. Iony6 . — BopoHex: ®aKynbmem XypHaaucmuKku
Bry, 2010. — 99 c.

6) gononHuTenbHas nuteparypa:
Ne
n/n

5 KaszapuH, O.B. be3onacHocmb ripoegpamMmMHO20 06ecrnedyeHuUs1 KOMIbHMepPHbIX

NCTOYHUK




cucmeM [3r1ieKmpoHHbIl pecypc]. — M.: MITYTT, 2003. — 212 c. — pexum
docmyna http://window.edu.ru/resource/846/23846/files/kazarin.pdf,
Cc80600HbIL.

Kpakoeckuti, FO.M. HgbopmayuoHHas 6e3onacHocmb U 3awuma UuHgopmayuu
/ KO.M. Kpakoeckut.— M.: Pocmoe H/[]: MapT, 2008.— 287 c.

lanuykui, A. B. Sawuma uHghopmayuu 8 cemu - aHanu3 mexHosioaul u
cuHmes peweHud / A.B. lNanuukud, C.4. Psbko, B.®. UlaHbeuH.— M.: JMK
[lpecc, 2004.— 613 c.

BabeHko, J1. K. 3awjuma uHghopmayuu ¢ ucrosib308aHUeM cMapm-kapm u
anekmpoHHbIx 6pernokos / J1.K. babeHko, C.C. Nwykos, O.b. Makapesu4y.— M.:
l'enuoc APB, 2003.— 351c.

YepemywkuH, A. B. Kpunmoepagbuydeckue rnpomokorsbl. OCHO8HbIe ceolicmea
u ysaseumocmu / A.B. HepemywkuH.— M.: Akademus, 2009.— 271 c.

10

AepaHoeckul, A. B. [pakmu4eckas kpurnmozapaghusi: Arizopummbi U Ux
npoepammuposaHue / A.B. AepaHosckul, P.A. Xadu.— M.: COJIOH-lpecc,
2002.— 254c.

B) MH(OPMaLMOHHbIE 3NEKTPOHHO-00pa3oBaTenbHbIE PECYPCHI:

Ne
NcTouHmnk

n/n

11 3AnekmpoHHbIU kamasioe HayuyHou 6ubnuomeku BopoHexckoeo
2ocydapcmeeHHo20 yHuUsepcumema. — (http // www.lib.vsu.ru/)
3AnekmpoHHo-bubnuomeyHas cucmema "KoHcyrnbmaHm cmydeHma". —

12 _ ;
(http://www.studentlibrary.ru/)

13 3AnekmpoHHo-bubnuomeyHas cucmema «M30amenbcmea JlaHb». —
(https://e.lanbook.com/)

14 | GnekmpoHHO-6ubnuomeyHas cucmema "PYKOHT", — (https://rucont.ru/)

16. NMepe4vyeHb y4eOHO-MeTOAUYECKOrO obecnevyeHns Ans caMoCToATeNbHOM paboThl:

Ne
n/n

NcToYHMK

lMpakmukym no admMuHuUcCmpupo8aHuro rpozspammHo2o obecrneyeHusi / U.B.
AH3UH. — Cmasponosnb: CK®Y, 2017. - 85 c. — [OnekmpoHHbIU pecypc] // JlaHb:
351IeKMPOHHO-bubniuomeyHasi cucmema. — URL:
https://e.lanbook.com/book/155248

Epmakoea, A.FO. MemoOdbi u cpedcmea 3auwjumel KOMIbHOMepPHOU
uHgpopmauuu / A.KO. Epmakosa. - Mocksa: PTY MUPJ3A, 2020. - 223 c. -
[BnekmpoHHsbIl pecypc] // JlaHb: anekmpoHHO-6ubriuomeyHas cucmema. —
URL: https://e.lanbook.com/book/163844

lpockypuH, B.I". 3awuma e onepauuoHHbIx cucmemax / B.I". [IpbOCKypuH. —
Mocksa: Nopsyas nuHus-Tenekom, 2016. — 192 ¢. — [GnekmpoHHbIU pecypc] //
JlaHb: anekmpoHHO-6ubriuomeyHas cucmema. — URL:
https://e.lanbook.com/book/111091

Kypc amcumnnmnHbl NOCTPOEH Takum obpasom, 4Tobbl NO3BONUTL CTYAEHTaM NPOSBUTL
CMOCOBHOCTb K camocTosTenbHOM paboTte. [ns ycnewHoW camMOCTOoATENbHON paboTbl
npegnonaraeTcs MHTEPAKTUBHbIA Anarnor ¢ npenogaBaTteneM, OCyLLecTBNSAeMbI C MOMOLLbIO
yOaneHHOW CBA3WM 4Yepe3 UWHTepHeT Ha nnatgopme obpasoBaTenbHOro nopTana

«ONEKTPOHHbIN yHNBepcuTeT BINY».



http://window.edu.ru/resource/846/23846/files/kazarin.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%9A%D1%80%D0%B0%D0%BA%D0%BE%D0%B2%D1%81%D0%BA%D0%B8%D0%B9,%20%D0%AE.%D0%9C.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%93%D0%B0%D0%BB%D0%B8%D1%86%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%91%D0%B0%D0%B1%D0%B5%D0%BD%D0%BA%D0%BE,%20%D0%9B%D1%8E%D0%B4%D0%BC%D0%B8%D0%BB%D0%B0%20%D0%9A%D0%BB%D0%B8%D0%BC%D0%B5%D0%BD%D1%82%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7901&TERM=%D0%A7%D0%B5%D1%80%D0%B5%D0%BC%D1%83%D1%88%D0%BA%D0%B8%D0%BD,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%B0%D1%81%D0%B8%D0%BB%D1%8C%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7667&TERM=%D0%90%D0%B3%D1%80%D0%B0%D0%BD%D0%BE%D0%B2%D1%81%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
http://www.lib.vsu.ru/%29
http://www.studentlibrary.ru/
https://e.lanbook.com/

CamoctosiTenbHass paboTta cTydeHTa, Npexae BCEro, 3akmyatcs B U3y4YeHUM
nuTepaTypbl, OOMOSHSAIOLWEN MaTepuan, nsnaraembii Ha nekumm 1 B xode nabopaTopHbIX
paboT. Heobxoammo oBnageTb HaBblkamu GMGRMoOrpadmyeckoro noucka, ymeTb HaxoauTb
NoAXoAdsiME WCTOMHMKKM, TBOPYECKM W KpUTUYeckn nepepabaTtbiBaTb WHoOpMaLmio,
Hay4YUTbCS ONpeaensiTb MeToabl UCCreA0oBaHUIA.

17. OOpasoBaTesnibHble TEXHONOrM1, UCnonb3yemMblie Npu peanu3auum y4eOHOWM
OUCUMNNUHBLI, BKNO4Yas AUCTaHUMOHHbLIE oOpa3oBaTtenbHble TexHonorun (OOT),
3neKTpoHHoe obyyeHue (30), cmewaHHoe o6y4yeHue):

Mpn ocywecTBNEHUN CaMOCTOATENbHON paboTbl BO3MOXHA WHTEPaKTUBHAs CBA3b C
npenogaeaTtefnieM 4epe3 ceTb WHTEpPHET Ha nnatdopme obpasoBaTenbHOro noprtana
«ONeKTPOoHHbIN yHUBepcuTeT BIY». [NpoBoaatca nHaveuayasbHble OHMaWH KOHCYNbTauumn v
npoBepKa KOHTPOSIbHbLIX paboT.

JTabopaTtopHble paboTbl OCYLECTBAATCA C Mcnonb3oBaHnem 3BM un npuknagHoro
MO Ha cuctemax ¢ OC: Windows 10 n Ubuntu 20.04.

18. MaTepnanbHoO-TeEXHUYECKOE obecneyeHme QUCLUNIINHDI:

Y4yebHble ayguTopum Ons NPOBeAEHUS MNEKUMOHHbIX W MNPaKTUYECKUX 3aHATUN.
KomnbloTepHble Knaccbl Ans  BbINOMHEHUS MHAMBUAYaANbHbIX 3a4aHWi, OCHALLEHHbIE
NNUEH3NOHHBIM U cBOBOOHO pacnpoCcTpaHseMbiM nporpaMmHbiM obecneyeHmem: Windows
10, Ubuntu 20.04, Linux, cneuwnanusnpoBaHHoe aHTuBupycHoe [1O DrWeb Enterprise
Security Suite, cHudpdep Wireshark, nporpammHoe obecnevyeHve ans BupTyanuaaumm
nepcoHansHoro komnbtoTepa Oracle VM VirtualBox, web-6paysep Mozilla Firefox. B xoae
nabopaTopHbiX 3aHATMMA  3agencTeyeTca  yvyebHo-nabopartopHbli  cTteHg «CeTteBas
B©e3onacHoOCTby», CepTUPULMPOBaHHLIN annapaTHO-NporpaMmMHbIi Moayib «Cobosby.

19. OueHo4HbIe cpeacTBa AN NPOBeAEeHUA TEKYLeNn U NPOMEXYTOYHOM aTTecTauum

MopsifoK OLEHKM OCBOEHMS 0byYatoLmMmMncst ydeGHOro MaTepurana onpeaensieTcs
coep)xaHMeM crneayLwmx pasaenoB AUCLUMNNHBI:

Koa v cogepxaHue lMnaHnpyemble OTanbl
KoMneTeHummn pesynbTaTbl 06y4YeHus dopmMmnpoBaHunsa OueHOYHbI
(nokasaTenun JOCTMXEHMS KOMNeTeHuMmn e cpefacrea
3alaHHOTO YPOBHSA (pasgensl (Tembl)
OCBOEHUNA KOMMNEeTeHLMU ANCUNNNUHBI UNn
nocpencTsom MoAyns N nx
dhopMnpoBaHNA 3HAHUHN, HanmeHoBaHue)
YMEHWUN, HAaBbLIKOB)
OrlK-11.3: 3HaThb: 02,
OcyuwecTBnser - CYLLIHOCTb U NOHATUE TexHonornyeckas
Mepbl MHopMauuu, CTOpOHa
NpPOTMBOOENCTBUSA MHJOPMaLMOHHOWN OCYLLEeCTBMNeHud YV CTHBII
HapyLLlEeHMSM 6GesonacHocTn 1 6esonacHocTu lMO; onpoc
BesonacHocTu C XapaKkTepucTuky ee 03,
NCrnonb30BaHNEM COCTaBIIAOLWMX; QkcnnyaTaynoHHas
pasnnyHbIX - ICTOMHUKU U CTOpPOHa
NPOrpaMmHbIX U Knaccudgukawumo yrpo3 OCYLLECTBNEHNSA




annapaTHbIX NHGOPMAaLMOHHOWN 6e3onacHocTtun MNO;
CpeacTB 3aLnThl 6esonacHocTy; 04, MNpaBoBas
- OCHOBHblE CpeacTBa U CTOpOHa
cnocobbl obecneyeHns opraHusauum
MHOPMaLMOHHOM pa3paboTku
6e3onacHoOCTX, NPUHUMMBI | NporpaMm no
NOCTPOEHUS CUCTEM obecneyeHunto
3aWwnTbl MHOpMaLnK; 6esonacHocTK
cpeacTsa v MeToabl
XpaHeHus 1 nepegaydu
NHdopMaLuu;
- MaTemMaTU4ecKkne mogenm
LWndpos;
- cpeacTtea u meTtoAbl
npenoTBpaLleHns n
0oBHapyXeHns1 BTOPXKEHWUN;
- OCHOBHbIE
OTEeYEeCTBEHHbIE U
3apybexHble cTaHgapThl B
obnacTtn KOMNbOTEPHOWN
BGesonacHoCcTu
yMeTb: 02,
- KnaccuuumposaTb U TexHonorndeckas
oLeHMBaTb yrposbl CTOpOHa
NHJOPMAaLMOHHON OCYLLECTBNEHUS
©es3onacHocTu ans ©esonacHocTu NO; .
obbekTa 03, YCTHbI
_ onpoc
nHpopmaTnsaumm; QkcnnyaTaynoHHas
- MPUMEHSATb CpeacTBa CTOpOHa
AHTUBMPYCHON 3aLLNTbI U OCYLLIECTBNEHNS
obHapyxeHus BTopXXeHun | 6esonacHoctu 0O
BnageThb: 02,
- METOOUKOW aHanms3a TexHonornyeckas
ceTeBoro Tpaduka; CTOpOHa
- METOOUKOW aHanmns3a OCYLLIECTBNEHNS
pe3ynbTaTtoB paboTbl 6esonacHocTtu MO; MpakTnyeck
cpeacTB obHapyXeHns 03, oe 3ajaHue
BTOPXXEHWUI; QkcnnyaTaunoHHas
- MeTogamMm U CpeacTBaMmn | CTOpoHa
BbISIBNEHNS yrpo3 OCYLLIEeCTBNEHNS
BGesonacHocTu 6esonacHoctn 1O
KOMMbIOTEPHBLIM CUCTEMAM
OriK-13.4: 3HaTb: 01, BeeoeHue B
HactpawuBaer, - MPMHLUMMNbI NOCTPOEHNS TEopuIo
obcnyxumBaeT n COBPEMEHHbIX obecneyeHns
BOCCTaHaBnuBaeT onepaunoHHbIX CUCTEM U 6esonacHocTH YV CTHBI
cpeAcTBa 3aWmThbl 0COBEHHOCTU X NpOrpaMmMHOro
NMHpopmaumm Ha NPUMEHEHNS; obecneyeHus; onpoc
BCeX aTanax - OCHOBHble BUAbI U 02,
XXW3HEHHOTO LMKna | yrpo3bl 6e30nacHOCTM TexHonornyeckas
NMHpOpMaLMOHHO- onepaunoHHbIX CUCTEM; CTOpOHa




aHanNNTU4YEeCKnX
cuctem

- 3alMTHbIE MEXaHU3MbI U
cpencTtea obecneveHus
BGe3onacHocTn
onepaunoHHbIX CUCTEM;

- MEXaHU3Mbl peanusaumm
aTak B KOMMbOTEPHbIX
ceTsx;

- 3alUMTHbIE MEXaHU3MbI U

OCYLLIECTBNEHNS
6e3onacHocTun MNO;
03,
QkcnnyaTaunoHHas
CTOpOHa
OCYLLECTBNEHNS
6e3onacHocTtu INM0O;
04, NpaBoBas

cpenctea obecneveHus CTOpOHa

ceTeBou 6e3onacHoCTH opraHuMsauum
pa3paboTku
nporpamMmm no
obecneyenunto
©e3onacHocTn

yMeTb: 02,

- NPUMEHSATL CpeacTea TexHonornyeckas

aHTMBMPYCHOM 3aLUnTbI U CTOpOHa

0OHapyXeHWs1 BTOPXKEHUI; | OCYLLLECTBNEHNS

- OCYLLECTBNATb MepbI
NPOTUBOAENCTBUS

©esonacHocTu NO;
03,

HapyLLEHNAM CETEBOM JKcnnyaTtaynoHHas
©e3onacHocTu ¢ CTOpOHa -
YCTHbIN
NCNonb3oBaHNEM OCYLLECTBIEHUSA
onpoc
pasnnyHbIX NporpammMHblx | 6e3onacHoctu MO
N annapaTHbIX CPeacTB
3alnThI;
- NoNb30BaTbCA
cpeacTeaMim 3alUnThl,
npenocTaBnsaeMbiMn
cMcTeMaMM yrnpaBreHus
0asamMu gaHHbIX
BNageThb: 02,
- HaBblkaMu 6e3onacHoro | TexHonorn4yeckas
NCNosib30BaHNSA CTOpOHa
TEXHUYECKNX CPEACTB B OCYLLECTBMEHUSA
npodeccnoHanbHoON 6e3onacHocTtun MNO;
JeAaTenbHOCTH; 03,
- HaBbIKAMWN HACTPOWKM QkcnnyaTaunoHHas
. MpakTnyeck
MEXCETEBbIX 9KPAHOB; CTOpOHa
o oe 3agaHune
- METOAMKOW aHanu3a OCYLLIECTBNEHNS
pe3ynbTaTtoB paboTbl 6esonacHocTtun MO
cpeacTts obHapyxeHus
BTOPXXEHUM;
- MeToAamMu 1 cpeacTBamu
BbISIBIIEHNSA YrpO3
©e3onacHocTH
KOMMbIOTEPHBLIM CUCTEMAM
20 TunoBble OUEHO4YHbIe cpeAcTBa U MeToAMYECKMe MaTepuanbl, onpeaensmowme

npoueaypbl oueHnBaHunsA

20.1 TeKywWMn KOHTPOSb yCNeBaeMocTu



KoHTponb ycneBaemMocT No AUCUMMIIMHE OCYLLECTBMSIETCS C NMOMOLLbIO CreayrLLInx

OLEHOYHbIX CPeacTB:

6.
7

e TecToBble 3a4aHUS;
¢ JlabopaTopHble paboThl;
e KoHTponbHaga paboTa.

lNpumepHsbIl nepedyeHb 3adaHull MPOBEPKU MPaKmMuU4YeCcKUX HagblKko8

MpeacTaBuTb goKa3aTenbCTBO NPaBUIBHOCTU NPOrpaMmbl, NpeacTaBneHHon 6rok-
CXEMOMN.

CdopmupoBatb 6e3onacHyto KoHpurypauuo web-6paysepy Mozila.

Onpegenutb KPUNTOYCTOMYNMBOCTL 3aaHHOMO Napossi.

[MpoBecTn Ha Nnpumepe CpaBHUTESbHbIA aHanM3 OLEHKN MHPOPMALMOHHOW CITOXXHOCTU
nporpaMmmHoro obecnedeHns metpmkamm (Ha Bblbop) Xoncrtena, Makkenda, xmunba un
YenuHa.

CdopmumposaTtb 6ok WndpoBaHnsa NporpamMmMbl 4511 UCKNIOYEHNSA OTKPbITOro
XpaHeHusa napons.

lMpoBecTun pasrpaHMyeHne OoCTyna K CO34aHHON narke.

MpoBecTn aHanu3 3agaHHoro ganna cookies.

20.2 NMpomexyToyHana aTrecTauus

rlpOMe)KyTO‘-IHaﬂ arrecraumda no gucumniinHe ocywecTtendeTcAd ¢ NnoMoLbio

crneayLwmx oLeHOYHbIX CPeaCcTB:

©o N A~®DNE

e CobecenoBaHue no buneTtam K 3ayery.
[MpumepHbIl nepeyeHb 80rpPoOcos K 3a4émy

OcHoBHble yrpo3bl nporpammHoro obecneyenus (MO).

YKunsHeHHbIn umkn MO.

TexHonorndyeckasa 6esonacHocTb 0.

OkcnnyataunoHHas 6e3onacHocTb [10.

Mopgenb yrpoa 0.

MpuHuunbl o6ecneveHns 6esonacHocTm MO.

dopmanbHble MeTOAbI AOoKa3aTeNbCTBa NPaBUIbHOCTU NPOrpaMm.
Cneuudomkaumm MeToaoB AokasaTenbCcTBa NpaBUibHOCTU NPOrpamMm.
. Metoabl aHanusa 6e3onacHocTtu [10.

10 MeToabl obecnevyeHns HagéXHOCTH nporpamMmm Aana KOHTpOoJ1Aa nx TEXHONOrMYeCcKon

6e3onacHocTu.

11.CtangapTbl co3gaHna anroputMmmnyeckm 6esonacHbix npouenyp.
12.Knaccudukaumnsa noaxonos K 3awmre paspabatbiBaeMbiX NporpaMm.
13.MeToabl naeHTUMMKaLMM NporpamMm 1 Nx XxapakTepUCTUK.

14.CpepcTtBa 3awwmTbl NPorpamMmM OT KOMMbIOTEPHbLIX BUPYCOB.

15.MeToabl o6ecneyeHnst LenoCTHOCTU UCMOMb3yeMOro NporpaMMHOro Koaa.
16.CpeactBa obecneveHus 4OCTOBEPHOCTU NPOrpaMMHOro Koaa.

17.3awmTa nporpamm OT HECaHKLMOHMPOBAHHOIO KONMMPOBaHMS.
18.HopmaTuBHbIE AOKYMEHTbI, pernaMmeHTmpyoLwme 3awméHHocTb MO.
19.CepTunkaumMoHHbIE UCNbITAHWUS NPOrPaMMHbIX CPEACTB.
20.YenoBeyeckui (pakTop B rnpouecce nporpaMMmnpoBaHus.



[ns oueHnBaHWs pe3ynbTaToB 06y4YeHUss Ha 3a4€Te NCMONb3YHTCH CreayoLIMe nokasarTenu:

3HaHMEe OCHOBHbLIX MOHATMIA MHGOPMaLMOHHOM ©6e30MacHOCTU N OOBLEKTOB 3aLUThbI
MHOPMaUUKM;  KIKOYEBbLIX  COCTaBNAKWMX  MHGOPMaUMOHHON  Ge3onacHoCTY;
0COBEHHOCTM OpraHM3aLUMOHHON 3aLWUTbl KOMMBbOTEPHBLIX MHPOPMAaLMOHHBLIX CUCTEM U
ceTen; KpuTepmueB Knaccmdukaumm yrpos; CTaHa4apToB yNpaBrieHns MHOpPMaLMOHHON
©e30MacHOCTbIO 1 UX POMN.

YMeHue knaccudpuumpoBaTb BO3MOXHbIE BUAbI YrpO3; co34aBaTb NO3TANHO CUCTEMDI
ynpaeneHus Wb; npuMmeHaTb cpeactBa aHTUBMPYCHOM 3almnTbl U OBHapyXeHus
BTOPXXEHWUI; OLEeHMBaTb WH(OPMAaLMOHHbIE PUCKM Ha OCHOBE MoLenu yrpo3 wu
YSI3BUMOCTEN N yNpaBnaTb UMU; OCYLLECTBIIATbL Mepbl NPOTUBOAENCTBUSA HAPYLUEHNAM
ceTeBol 6e30NacHOCTM C UCMONb30BAHNEM PasfMYHbIX NPOrPaMMHBIX U annapaTHbIX
CpeAcTB 3aLMThI.

BrnageHne OCHOBHbIMM MOHATUMSIMU MHPOPMAaLMOHHOMW Ge30nacHOCTU; opraHv3aumm
3aLlmUTbl KOMMNbIOTEPHbIX MHAOPMALMOHHBIX CUCTEM M CEeTEN; YNpaBneHneM puckamm u
MCMNONMb30BaTb KOHTPMEPbl; MeToAaMu OLEHKM 3alLMLLEHHOCTM MH(OPMALMOHHbIX
cuMcTeM MHOPMAaLMOHHbBIX PUCKOB.

KpI/ITepMVI OLIeHMBaHNSA KOMMNETEHUMI C(bOpMI/IpOBaHHOCTM

YpoBeHb
P Lkana

y OLEeHOK
KOMMEeTEHLMI

[locTaToyHOE BrageHue maTepuarnom:
npaBusibHble N KOHKpeTHble, 6e3 | [MoporoBbii
rpyobiX OWKMOOK OTBETHI HA OCHOBHbIE | YPOBEHb U/UNK 3a4teHo
BOMpPOCHI, c BO3MOXHbIMW | BbILLIE MOPOroBOro
HETOYHOCTSIMM B OTAENbHbIX OTBETAX;

Mnoxoe BnageHve martepuarnom: oTeeT
HeBepeH, OTCYTCTBME OpWeHTauuu B
npeamere

Hwxe noporosoro
YPOBHS

HesauteHo




